
Strategic Communications in 
Government

Putting principles into practice

PREPARED AND PUBLISHED BY THE
NATO STRATEGIC COMMUNICATIONS
CENTRE OF EXCELLENCE

ISBN 978-9934-619-68-7



ISBN 978-9934-619-68-7

Author: Dr Thomas Colley.
Additional research: Paula Matlach, Quentin Wight.
Project consultants: Dr Christopher Paul, Brett Boudreau, Dr James Pamment, Dr Neville Bolt.
Editor: Ben Heap
With thanks to: Päivi Tampere, Beatrice Catena.

This publication does not represent the opinions or policies of NATO or NATO StratCom COE.  
© All rights reserved by the NATO StratCom COE. Reports may not be copied, reproduced, distributed 
or publicly displayed without reference to the NATO StratCom COE. The views expressed here do not 
represent the views of NATO. 

Riga, April 2026

NATO STRATCOM COE 
11b Kalnciema Iela 
Riga LV1048, Latvia
www.stratcomcoe.org 
Facebook: stratcomcoe
Twitter: @stratcomcoe



Strategic Communications in 
Government

Putting principles into practice



About this report
This research, requested by several of 

the Centre’s contributing nations, examines 
the challenges governments face applying 
strategic communications principles to daily 
decisions, policies, and public engagement. It 
also suggests ways to overcome these chal-
lenges. The report defines strategic commu-
nications as a holistic approach to commu-
nication, based on values and interests, that 

encompasses everything that is done or said 
to achieve objectives in a contested environ-
ment. Based on interviews with experts and 
practitioners from NATO governments, and 
existing research, it proposes a simple organi-
sational model – the LOGIC-C framework – to 
help governments communicate more effec-
tively.

 
	 In the 1960s, “STRATCOM” had a very 
practical, nuts‑and‑bolts meaning in the U.S. Army: 
it was short for Strategic Communications Com‑
mand, the global network that kept telephones, 
radios, and early satellites talking to each other. It 
linked commanders to far‑flung units, from Europe 
to Southeast Asia, and managed long-distance 
voice, data, and teletype traffic around the world. 
Ever since, people have been arguing over what 
the term means.1
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Executive summary
This report explores national govern-

ments’ attempts to apply principles from the 
field of strategic communications to day-to-
day decision-making and policy implementa-
tion. Since the turn of the twenty-first century, 
various governments have embraced strategic 
communications to help improve their abili-
ty to influence audiences in pursuit of strate-
gic objectives. A concept imported from the 
commercial sector in the 1990s, the original 
idea was that strategic communications could 
make government messaging more coherent, 
coordinated and credible. Democratic gov-
ernments hoped this would help them adapt 
to how the Internet was transforming commu-
nication, and counter attempts by insurgents 
and hostile states to undermine their societies.

Since then, there have been two dec-
ades of disagreement about what strategic 
communications is, how it should be done 
and who should be responsible for it. But as 
more governments and militaries have em-
braced the concept, understandings of it have 
evolved. Many now see it not just as a way to 
coordinate an organisation’s messaging, but 
a more holistic approach to communication 
which considers the effects of everything an 
organisation says and does on audiences. 
The concept may be better understood, but 
‘How can our government be better at strate-
gic communications?’ remains one of the most 
common questions asked of the NATO Strat-
Com Centre of Excellence.  

Strategic communications is defined 
here as ‘a holistic approach to communication, 
based on values and interests, that encom-
passes everything a government organisa-
tion does to achieve objectives in a contested 
environment’. Communication, from this per-
spective, is not just about deliberate messag-
ing, but is integral to all aspects of domestic 
governance and foreign and security policy. 
This is because everything a government says, 
and every action it takes, communicates. 

Strategic communications in this report 
is based on several key principles:

•	 that ‘everything communicates’;

•	 that because ‘everything communi-
cates’, governments need a strong,  
ongoing understanding of audiences;

•	 that communication activities must be 
integrated within all government de-
partments and agencies and coordi-
nated vertically and horizontally 

•	 that whatever governments communi-
cate reflects their national strategic  
objectives;

•	 that it is important to adopt a long-term, 
proactive approach rather than a short-
term, reactive one;

•	 that government communication should 
adhere to the liberal democratic values 
of openness, transparency and account-
ability.2

First the study outlines the challenges 
governments face trying to implement these 
principles, using three lenses through which 
strategic communications can be viewed: 
mindset (how an organisation should think 
about communication) process (how to organ-
ise and direct communication) and capability 
(the techniques, skills and resources employed 
to communicate). Strategic communications 
practitioners still report that they struggle to 
get politicians, senior government officials 
and managers to buy into strategic commu-
nications as an idea; to create structures and 
processes to coordinate communication within 
and across government; and that even if gov-
ernment officials buy into the concept, they 
often lack the capabilities and resources to 
obtain the outcomes they want.

6



Having explained these challenges, the 
report introduces the LOGIC-C framework, 
an organisational change model to help gov-
ernment practitioners analyse the specific 
barriers they face applying strategic commu-
nications principles and identify solutions to 

address them. The model contains five main 
elements: Leadership, Organisation, Guide-
lines, Integrated Processes and Capabilities.  
These elements are shaped by an additional, 
cross-cutting factor, context.

Element Purpose

L 
Leadership

Directs the implementation of the strategic communications mindset, es-
tablishes strategic communications processes, and ensures communication 
supports national strategic objectives.

O 
Organisation

Ensures that government departments and agencies are set up to integrate 
communication vertically and horizontally.

G 
Guidelines

Establishes a strategic communications mindset and principles, and enables 
them to be standardised and spread across government. 

I 
Integrated  
processes

Creates a co-ordinated, cross-government communication system, including 
a cyclical process of understanding the information environment, integrated 
planning, execution and evaluation.

C 
Capabilities

Ensures governments have the specific techniques, skills, expertise and  
resources to conduct strategic communications.

C 
Context

Considers the political, cultural, social and technological factors affecting the 
implementation of strategic communications principles.

Rather than prescribe a course of ac-
tion, the framework is a general tool of organi-
sational change, which practitioners can apply 
within their own political systems.
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The LOGIC-C model of strategic communications

Using the LOGIC-C framework, the re-
port concludes with a series of recommenda-
tions. These include a bank of questions to aid 
assessment of a government’s ability to op-
erate according to strategic communications 
principles, and suggestions of how to imple-
ment these principles more effectively. The 
general areas these cover include:

Element Recommendations

L 
Leadership

Conducting an audit of leadership perspectives on communication across 
government, establishing strategic communication training programmes,  
fostering a communication-minded culture, establishing a national strategic 
narrative, and enabling distributed leadership.

O 
Organisation

Assessing existing organisational structures’ contribution to strategic commu-
nications, creating a central organisation to direct strategic communications 
and forming cross-departmental units to better co-ordinate decision-making 
and communication.

G 
Guidelines

Reviewing existing doctrine and guidance, and developing new national  
strategic communications guidelines to standardise practices across govern-
ment, including a focus on what actions communicate.

I 
Integrated  
processes

Auditing existing communication processes and refining systems for  
audience analysis, integrating communications expertise within the policy 
process, cross-governmental coordination and measurement of effect.

C 
Capabilities

Conducting thorough capability assessments of what techniques and skills 
are necessary to develop strategic communications across government and 
ensure that these are adequately resourced with long-term funding, staffing 
and training.

C 
Context

Conducting research into the organisational culture across government  
regarding communication, convening a working group on how to adapt to 
technological, political and social change, and learning what has worked from 
other countries’ efforts to conduct strategic communications.

Leadership

Guidelines

Organisation

Integrated
processes

Capabilities

L O

G
I

C

C 
Context
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1. Introduction
1.1 Over the past thirty years, private 

companies, international organisations, gov-
ernments and militaries have embraced the 
concept of strategic communications to ad-
dress different challenges. In the 1990s, pri-
vate companies adopted it to better coordinate 
public relations, advertising, and marketing, 
aiming to engage audiences more effectively 
and boost profits. The United Nations followed 
in 1997, hoping to rebuild trust after humani-
tarian failures in Somalia, Rwanda, and Yugo-
slavia.

1.2 In the 2000s, the US and UK govern-
ments adopted strategic communications to 
justify foreign policies more credibly – particu-
larly interventions in Afghanistan and Iraq – to 
domestic and international audiences. Since 
then, liberal democracies have turned to stra-
tegic communications to address multiple con-
cerns: ensuring consistent and credible mes-
saging, winning wars, countering terrorism 
and disinformation, deterring electoral inter-
ference, and strengthening societal resilience. 
Their underlying idea has been that applying 
strategic communications can help an organ-
isation influence target audiences through 
aligning its words, images, and actions with its 
goals.3

1.3 A persistent challenge has been 
agreeing on what strategic communications 
means, especially for democratic govern-
ments, which often struggle to distinguish it 
from the communication they already do. Two 
decades ago, U.S. officials debated whether 
strategic communications was simply another 
term for public diplomacy—messaging aimed 
at foreign audiences—or a broader framework 
for coordinating related functions such as pub-
lic diplomacy, public affairs, and information 
operations.

1.4 Another debate was about whether 
strategic communications mainly concerned 
media management and messaging – ‘pub-
lic affairs on steroids’ – or a more holistic 
approach involving all aspects of govern-

ment communication and influence.4 Ask ten 
experts what strategic communications is, 
RAND’s Christopher Paul says, and you will 
get ten different answers.5 Talk to 100 govern-
ments, and you will get even more. The issue, 
Paul argues, is that ‘strategic communications 
is vague’. The solution: when you talk about it, 
‘say what you mean’.6

1.5 This report examines the challeng-
es national governments have faced trying 
to adopt strategic communications principles 
and practices. Drawing on conceptual work 
by the NATO StratCom Centre of Excellence, 
it defines strategic communications as ‘a ho-
listic approach to communication, based on 
values and interests, that encompasses every-
thing a government says and does to achieve 
objectives in a contested environment’.7 Com-
munication, from this perspective, is not just 
deliberate messaging. Rather, all government 
actions, policies, words and images communi-
cate something to audiences, intentionally or 
not. Trading with another government sends 
a message; refusing to sends another. Visiting 
a disaster zone sends a message; ignoring it 
sends another. Opening schools sends a mes-
sage, closing hospitals sends another.8 ‘Every 
action, from the mundane to the worldly, is an 
observable activity that communicates a mes-
sage’.9 

1.6 Applying strategic communications 
to government work involves several core 
principles:

•	 that ‘everything communicates’;

•	 that because ‘everything communi-
cates’, governments need a strong, 
ongoing understanding of audienc-
es;

•	 that communication activities must 
be integrated within all government 
departments and agencies and coor-
dinated vertically and horizontally 
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•	 that whatever governments commu-
nicate reflects their national strate-
gic objectives;

•	 that it is important to adopt a long-
term, proactive approach rather than 
a short-term, reactive one;

•	 that government communication 
should adhere to the liberal demo-
cratic values of openness, transpar-
ency and accountability.10

1.7 The better an administration can 
do these things, the more effectively it will 
communicate. Political decision-making will 
be improved because leadership will better 
understand how words and actions affect 
audiences. Government communication will 
be more consistent, credible, and better able 
to achieve longer-term influence rather than 
shifting from crisis to crisis. And by adhering 
to liberal democratic values, governments will 
be better able to sustain legitimacy and public 
trust, about which there is a pervasive sense 
of crisis worldwide.11 

Strategic communications in government origin story

1.8 It is not that easy, however. Imple-
menting strategic communications principles 
has often been like taking two steps forward 
and one backward.12 Back in 1997, the UN im-
ported strategic communications from the cor-
porate world, several years before Western 
militaries embraced it.13 The UN was concerned 
that it was failing to convince international pub-
lics of its relevance and effectiveness and that 
its communications functions were uncoordi-
nated, undirected, and insufficiently tailored 
to local audiences. But a broader concern was 
that its claim to be central to maintaining inter-
national peace and security was not aligned 
with its actions, after it struggled to respond 
strongly enough to the humanitarian emergen-
cies of the 1990s.14  

1.9 The UN hoped that adopting stra-
tegic communications principles would better 
coordinate its communications functions, just 
as the corporate sector used strategic com-
munications to co-ordinate advertising, brand-
ing, marketing and public relations (PR). But 
the UN’s plans reflected two ideas that were 
more radical in the 1990s. First, that communi-
cation was central to an organisation’s overall 
function, not just a way to convey messages to 
audiences, and second, that the Internet was 
transforming communication, making infor-
mation a more important source of power. Ac-
cordingly, in 1997 the UN recommended plac-
ing its communications function ‘at the heart 
of the strategic management of the organisa-
tion’, and that it should see itself as a ‘global 

communications agency’ not just a diplomatic 
organisation.15 The report also recommended 
several fundamentals of contemporary stra-
tegic communications – improving central 
management of communications, coordinating 
communications teams more effectively, tailor-
ing messaging to local contexts, and ensuring 
a two-way flow of information with audiences.16

1.10 The US government and military 
were the next major international organisations 
to consider using strategic communications 
principles to communicate more coherently. 
Following 9/11, when Al Qaeda insurgents at-
tacked the World Trade Center in New York, 
the US launched its global ‘War on Terror’, in-
vading Afghanistan in October 2001 (where Al 
Qaeda were based) and Iraq in 2003. Adopt-
ing strategic communications principles, they 
hoped, would help explain these wars to inter-
national audiences, and minimise the ‘say-do 
gap’ between the US’s words and actions. A 
decade later, however, the US dropped the 
concept amid disagreements over what it was, 
how it should be done, and by whom.17 An ear-
ly disagreement was whether strategic com-
munications, like public affairs, should only 
be about informing audiences, or whether it 
should influence them in pursuit of an objec-
tive (a false dichotomy, since communication 
inevitably influences audiences whether we 
want it to or not).18 

1.11 A further disagreement concerned 
whether strategic communications was a mind-
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set, a process, or a capability. Some argued it 
was a process to coordinate and synchronise 
government words and deeds; others that it 
was a capability – where specific teams would 
design programmes, campaigns and tools to 
communicate with audiences.19 Later, strate-
gic communications practitioners made a third 
argument: that it should be a mindset adopt-
ed by everyone in an organisation. As Rosa 
Brooks put it, everyone in government should 
understand that ‘everything is a form of com-
munication — that our actions (and omissions) 
can speak as loudly as our words’, and that the 
military and civilians ‘must consider the “infor-
mation effects” of all that they say and do’.20 
Theorists now recognise that mindset, process 
and capability are all integral to strategic com-
munications, and that if any is lacking, imple-
menting strategic communications principles 
across large organisations may fail.21

1.12 NATO has been the bigger suc-
cess story. Having started incorporating stra-
tegic communications into its policy and mili-
tary-strategic documents in 2007, it eventually 
established strategic communications policy 
in 2017 and doctrine in 2023.22 These directed 
NATO members to integrate communication 
into all military activities and align them with 
NATO’s strategic objectives – something it 
struggled with when leading the ISAF coalition 
in Afghanistan.23 The doctrine’s implementa-
tion remains inconsistent across NATO, but 
strategic communications seems increasingly 
influential, even if not all nations use the term 
itself. 

1.13 Beyond defence, governments 
have explored how to make strategic com-
munications a ‘whole-of-government’ effort.24 
Over twenty years ago the UK government 
recommended ‘strong integrated depart-
mental communication structures’ and that 
communications should factor into ‘policy de-
velopment and delivery, not tacked on as an 
afterthought’.25 Fifteen years ago, Chatham 
House recommended establishing a proactive 
strategic communications ‘mindset’ across 
government, high-level political leadership, 
integrating communication expertise across 
different departments and making communi-
cation more ‘joined up’.26

1.14 But however well understood 
these recommendations are, putting strate-
gic communications principles into practice 
is often harder for national governments than 
militaries. Both face bureaucratic obstacles, 
inter-departmental turf wars and siloing.27 
But the larger scale of national government 
makes coordination even harder. Militaries 
can usually centralise command and control, 
but democratic checks and balances can im-
pede coherent cross-government communi-
cation. Constitutional barriers, coalition dis-
agreements, decentralised decision-making 
structures and distributed capabilities can 
all inhibit government practitioners’ ability to 
understand audiences then speak and act in 
unison. Ironically, the stronger democratic 
checks and balances are across government, 
the harder communicating in a coordinated, 
strategic manner may be. 

1.15 Due to these challenges, ‘How can 
our government be better at strategic commu-
nications? ’ remains one of the most common 
questions asked of the NATO Stratcom Centre 
of Excellence. It is also one of the hardest to 
answer, for as Rosa Brooks emphasises, put-
ting strategic communications into practice 
across government is not like a company try-
ing to improve at ‘selling a soda’.28 It is a com-
plex, ‘wicked’ problem requiring long-term 
commitment, resourcing, and organisational 
change.29 

1.16 Chapter Two explains these chal-
lenges by documenting the problems govern-
ment officials report in putting strategic com-
munications principles into practice. Using the 
lenses of mindset, process and capability, it 
shows how practitioners struggle to get poli-
ticians and leaders to buy into strategic com-
munications as an idea; to establish structures 
and processes to integrate and coordinate 
communication across government, to embed 
strategic communications expertise through-
out the policy process, and to ensure ade-
quate resourcing.

1.17 Chapter 3 then introduces an or-
ganisational change framework – the LOGIC-C 
model – that senior officials and practitioners 
within the government communication func-
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tion can use to analyse the barriers their gov-
ernments face operationalising strategic com-
munications principles and identify solutions 
to address them. The model has five compo-
nents – Leadership, Organisation, Guidelines, 
Integrated Processes and Capability, each of 
which can enhance a government’s ability to 
conduct strategic communications. However, 

each is shaped by a cross-cutting sixth ele-
ment – Context – as it is crucial that strategic 
communications practices are tailored to the 
political, cultural, social and technological 
context in which a government operates. The 
report concludes with recommendations na-
tional governments could use to put strategic 
communications principles into practice.

Global Vision, Local Voice is a landmark 
1997 report setting out a strategic communica‑
tions programme for the United Nations. It argues 
that communication must sit at the heart of UN 
decision‑making, be aligned with UN priorities 
and reforms, planned and resourced at leadership 
level, and  actively build support and shape per‑
ceptions rather than simply disseminate institu‑
tional news.30
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2. Challenges governments 
face implementing strategic 
communications principles

This chapter outlines the difficulties 
governments have faced when trying to imple-
ment strategic communications principles and 

practices within their administrations across 
the dimensions of mindset, process and capa-
bility.

2.1 Mindset 
2.1.1 A major challenge practitioners 

have faced when trying to get governments to 
adopt a strategic communications approach is 
to achieve buy-in for the strategic communica-
tions ‘mindset’. The mindset’s central idea is 
that ‘everything communicates’ – that every-
thing we say, do, don’t say or don’t do, conveys 
something to audiences, whether we like it or 
not. Superficially this is obvious. Children learn 
at school that whether they wear a uniform, 
and how tidily they wear it, conveys something 
about them and the institution they represent. 
Workers understand that the tone and tim-
ing of how they respond to emails, how they 
dress and how many hours they work, convey 
something about their professionalism. But the 
idea that ‘everything communicates’ suggests 
something more radical: that all members of 
an organisation need to recognise that every-
thing – words, images, actions, objects, sym-
bols – conveys meaning, and that they must 
always consider this.31 

2.1.2 However, this core element of the 
strategic communications mindset implies a 
second premise. Everything may communi-
cate, but what it communicates depends on 
how audiences interpret it. Strategic commu-
nications therefore requires an unwavering fo-
cus on understanding audiences throughout 
the process of planning, executing and evalu-
ating one’s actions. 

2.1.3 Two other components of the stra-
tegic communications mindset are to focus on 
the long term rather than the short term and 
to be proactive rather than reactive.32 These 
elements differentiate strategic communica-
tions from crisis communications – the latter 
involving short-term responses to immediate 
challenges. Government communicators often 
report constantly having to react to short-term, 
negative publicity, leaving them little time to 
promote their governments’ long-term vision 
(assuming it exists).33

2.1.4 A final element of the strategic 
communications mindset is that everything a 
government communicates should reflect its 
strategic objectives. A popular idea is that se-
nior figures should craft a ‘strategic narrative’ 
– a story explaining the organisation’s overall 
strategy – and its words, images and actions 
should support this strategic narrative. 34As 
former UK Prime Minister Tony Blair puts it, the 
strategic narrative is like a ‘washing line run-
ning the length of the government’. All govern-
ment policies and actions should be ‘attached 
to the line like an item of clothing’.35

2.1.5 Some evidence suggests progress 
in embedding these five elements of mindset 
across government (everything communi-
cates, understanding audiences, thinking long 
term, being proactive, and alignment with stra-
tegic objectives). But that progress is uneven. 
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Taking ‘Everything Communicates’ seriously

2.1.6 A major barrier strategic commu-
nications practitioners report is that many pol-
iticians do not see strategic communications 
principles as sufficiently novel. One reason is 
that politicians already consider themselves 
as effective communicators, and therefore be-
lieve that they embody the strategic communi-
cations mindset already. The argument should 
not be dismissed too readily. Unless they 
came to power because of blatant nepotism or 
political patronage, politicians are likely to be 
effective communicators, even if they lack the 
holistic and broad understanding of audiences 
strategic communications advocates call for. 

2.1.7 The idea that ‘everything commu-
nicates’ may also already be common-sense 
among politicians and their political advisors. 
Any politician photographed eating something 
awkwardly, not smiling at the right time, meet-
ing or not meeting certain people, understands 
that everything communicates – as should the 
advisors who suggested they do these things. 

2.1.8 It is less clear that the ‘everything 
communicates’ mindset is prevalent among 
policy-makers, particularly in governments 

where formulating policy and communicating 
it have been separate disciplines. Communica-
tion practitioners report that policy teams still 
often see policy formation as their sole respon-
sibility, then leave it to communications teams 
to sell policy to the electorate. Others report 
a hesitation among policymakers to recognise 
that their role is to influence audiences rath-
er than simply inform them. From a strategic 
communications perspective this distinction is 
invalid, because everything communicated is 
assumed to influence audiences, intentionally 
or not.

2.1.9 Even if policymakers are reluc-
tant to incorporate communications thinking 
into policy formulation, it is unlikely that they 
ignore how their policies affect audiences en-
tirely. Anyone thinking ‘we shouldn’t do this 
because it would look bad’, ‘let’s recommend 
this but the minister won’t like it’, or even ‘we 
should do this for the greater good even if it 
will be unpopular’, is thinking about effects on 
audiences – just unsystematically. A strategic 
communications mindset calls for a far more 
comprehensive and systematic understanding 
of audiences throughout the policy process.

Stuck in crisis mode

2.1.10 Even if government practitioners 
buy into the strategic communications mind-
set, the reality of day-to-day business can 
impede their ability to enact it. Practitioners 
commonly report being stuck doing crisis 
communications rather than strategic commu-
nications, with the need to manage immediate 
scandals leaving little scope to proselytise the 
government’s future vision. Electoral cycles 
create further pressure towards short-termism. 
One practitioner explained that their govern-
ment had to explain to its population that they 
needed to cut public spending and welfare, 
and that a good way to promote this would be 
to explain how this would benefit society in a 

decade’s time. But with elections coming far 
sooner, politicians rejected the idea.

2.1.11 Getting stuck managing immedi-
ate crises rather than looking to the long term 
is not just a mindset issue, but one of process 
and capability. If structures and processes do 
not enable proactive, longer-term thinking, 
strategic communicators struggle to gain in-
fluence within government, and everyday gov-
ernance remains a never-ending firefighting 
exercise. The longer this goes on, the more 
idealistic (rather than realistic) the strategic 
communications mindset appears to be, and 
the less likely government practitioners are to 
buy into it. 
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2.2 Process
2.2.1 A second area in which attempts 

to put strategic communications principles 
into practice can fall short is process. Pro-
cesses matter to strategic communications 
in at least three ways. First, to ensure that, in 
planning policies and actions, governments 
are informed by a deep understanding of the 
information environment – that is, the dynamic 
physical and/or virtual setting in which com-
munication takes place.36 Understanding this 
reduces the likelihood of government actions, 
policies and messages being misinterpreted 
or interpreted negatively, and reduces risk 
throughout the communication process. Sec-
ond, processes can enable one to adapt one’s 
communication to changes in the information 
environment through feedback loops. Finally, 
processes are needed to improve ‘cross-gov-
ernment’ communication – whereby communi-
cation is more ‘integrated’ (as different parts 
of government are collaborating effectively) 
and more ‘coordinated’ (because roles and 
activities are structured coherently). Collo-
quially understood as everyone ‘being on the 
same page’, or ‘speaking with one voice’, the 
assumption is that this makes an organisation 

appear more unified, more credible, and its 
communications more powerful, as each act of 
communication reinforces others.37

2.2.2 Having a process to align words, 
images, actions and policies matters because 
everything communicates, and every partici-
pant in government is a communicator. How-
ever, it is unrealistic to expect total congru-
ence across all parts of government, partly 
because of a government’s size, but also be-
cause of the very premises on which strategic 
communications is based. If different audienc-
es interpret a given message differently, then 
that holds for government officials too. Perfect 
alignment may not be entirely desirable in a 
political context where many successful com-
municators are achieving success by prioritis-
ing performatively authentic, off-the-cuff com-
munication over spinning everything so that 
it adheres strictly to a single message.38 The 
key, as NATO thinking on strategic narratives 
suggests, is to improve alignment while rec-
ognising that different actors within an organ-
isation need to tailor their communicationsto 
different audiences.39

The curse of bureaucratic politics

2.2.3 Bureaucratic politics continues 
to undermine attempts to refine communica-
tion processes in some governments. A core 
assumption of bureaucratic politics is that dif-
ferent parts of government pursue their own 
interests. Competition, bargaining and nego-
tiation between them produces political out-
comes.40 But when departments are ‘siloed’, or 
if rivalries impede cross-department communi-
cation, poor outcomes can result. An infamous 
example was the failure of the US FBI and CIA 

to share intelligence that together could have 
prevented 9/11.41 

2.2.4 In the day-to-day practice of stra-
tegic communications, bureaucratic politics is a 
major impediment. One practitioner explained 
to us that their government had established 
a team to embed strategic communications 
thinking across government, but other depart-
ment heads were not receptive to the team’s 
recommendations because they ‘already had 
their own people… and preferences’. 

Centralised vs decentralised governance

2.2.5 Another issue shaping the effec-
tiveness of strategic communications process-
es is how far governments are centralised or 

decentralised. It appears easier to establish 
strategic communications processes in more 
centralised democracies. The UK’s gover-
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nance system – which has gone further than 
most in operationalising strategic communi-
cations principles – is relatively centralised. 
Its governments are most often from a single 
party. The Cabinet – the senior ministers of 
the ruling party – are bound by the principle 
of ‘collective responsibility’: they must accept 
the government’s official position or resign.42 
A permanent, politically neutral civil service 
provides continuity of knowledge between 
different administrations. The Government 
Communications Service, over 7000 strong, 
embeds expertise across the administration, 
including a central team in the Cabinet Office 
to direct cross-government communication.43 
Since 2010 the UK has convened a National 
Security Council to provide central direction 
on national security priorities. These elements 
make it easier to establish a process that en-
ables coherent communication at the strategic 
level.

2.2.6 However, in more decentralised 
systems, and those run by coalitions, estab-
lishing consistent cross-government commu-
nication processes is harder. In Finland, the 
Prime Minister’s Office is tasked with estab-
lishing coherent messaging across govern-
ment, but cannot dictate how each department 
communicates. Apart from crisis situations, 
when central government can be more direc-
tive, the Prime Minister’s Office can only of-
fer guidance, which departments can ignore. 
Each party in the coalition runs a portfolio of 
different departments and the parties often 

disagree. These checks and balances are in-
tended to safeguard liberal democracy by pre-
venting power becoming too centralised but 
they make it harder to implement processes 
to enable effective strategic communications. 
Nevertheless, Finland has consistently man-
aged to communicate consistent and unified 
narratives regarding foreign policy.44

2.2.7 Other governments are not so 
centralised or decentralised. According to Ka-
tarina Klingová and Dominika Hajdu’s review 
of best practices in strategic communications, 
Latvia and Estonia have centralised units de-
voted to strategic communications, even if 
they are not named as such. Sweden does not, 
instead relying on state and local level govern-
ment institutions to communicate themselves, 
but institutions can get training from the Swed-
ish Psychological Defence Agency.45 Slovakia 
established a strategic communications de-
partment in 2022, though it ‘lacks the author-
ity to convey core narratives and coordinate 
other public institutions’, and its meetings only 
‘occur on a voluntary basis’.46 Klingová and Ha-
jdu describe Ukraine’s system as being like a 
‘beehive’, with the Ministry of Culture and Infor-
mation Policy providing some direction, each 
department having its own strategic communi-
cations teams, and civil society groups playing 
a prominent role in strategic communications 
efforts. There is, the authors conclude, ‘no 
one-size-fits-all’ approach to strategic com-
munications, as each approach reflects the 
culture of the relevant administration.

Integrating policy and communications expertise

2.2.8 Another key task for the govern-
ment communication function is to embed 
communication expertise throughout the pol-
icy process, so that policymaking is shaped by 
a stronger understanding of target audiences. 
According to the OECD in 2021, less than half 
of government communication practitioners 
surveyed across 46 administrations interacted 
regularly with policy teams.47 This often results 
in governments announcing a policy and then 
having to reverse the decision later because of 
public or media pressure. This makes govern-
ments look incompetent – an impression that 

can be avoided if ministers understand audi-
ences’ likely responses from the outset.48

2.2.9 There has been some progress, 
though, with some countries integrating com-
munications expertise with other depart-
ments. The UK Government Communication 
Service’s 2021 ‘Engagement Framework’ ex-
plains that while policy teams can define ob-
jectives, communications specialists can use 
their understanding of audiences to advise on 
what communication interventions might help 
achieve the objectives.49 This still implies that 
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strategic communications are not involved in 
setting policy objectives, only in advising how 
to explain them to audiences. But the UK’s 
management standards for communication in 
2023 go further, stating that ‘Strategic commu-
nication specialists should work alongside pol-

icy, operations, human resources and project 
delivery colleagues from the outset, so they 
can inform and advise the government and or-
ganisational decision-makers on appropriate 
communication options and strategies’.50

2.3 Capability 
2.3.1 As well as mindset and process, 

capabilities (the skills, ability and expertise 
necessary to perform tasks) are crucial to ef-
fective strategic communications.51 Embed-
ding strategic communications across gov-
ernment is a long-term process, requiring 
adequate funding, staffing and political will.52

2.3.2 Government practitioners still 
report that strategic communications capa-
bilities are insufficient. However, in many de-
mocracies these have improved markedly this 
century. Initially this was driven by counter-ter-
rorism, as governments set up communica-
tions teams focused on ‘counter-narratives’ 
and ‘counter-radicalisation’ to undermine the 
Salafi-jihadist movement. Following Russia’s 
annexation of Crimea in 2014, its war in east-
ern Ukraine since then, and 2016’s controver-
sies about Russian interference in the Brexit 

referendum and the US presidential election, 
many Western governments developed count-
er-disinformation capabilities. These grew fur-
ther during the COVID-19 pandemic. More re-
cently, actors such as the EU embraced a new 
concept, FIMI (Foreign Information Manipula-
tion and Interference), partly because they re-
alised that countries like China can undermine 
other societies not just through disinformation 
but by taking control of news outlets and com-
munications infrastructure.53 In parallel, coun-
tries like Sweden and Finland focused more 
on building ‘societal resilience’, with Sweden 
re-establishing the Swedish Psychological De-
fence Agency in 2022. All of these capabilities 
can contribute to strategic communications, 
insofar as they help governments achieve their 
national security objectives.

What capabilities are needed to conduct strategic communications?

2.3.3 Conducting strategic communi-
cations effectively requires both capabilities 
and capacity. Running an opinion poll is a ca-
pability that could help understand audiences. 
A government’s capacity to conduct polling 
concerns whether it can poll citizens every 
week, rather than only once or twice per year, 
as communications specialists in government 
commonly report.

2.3.4 There is no definitive list of capa-
bilities necessary to conduct strategic com-
munications, as this will depend on a govern-
ment’s objectives and the context in which it 
operates. Strategic communications princi-
ples and policy can provide a useful guide, 
though. The UK government’s 2021 guidance, 
for example, states that strategic communica-

tions teams should be able to provide Insight 
(through understanding audiences), Ideas (en-
gaging in strategic planning), Implementation 
(overseeing communication campaigns and 
product creation) and Impact (measuring com-
munication effects).54

2.3.5 Many governments now recog-
nise the importance of understanding audi-
ences and measuring impact – but these tasks 
require extensive capabilities to be done 
well. As a senior US official put it, you have 
to look at ‘where [content] runs, how it runs, 
what language it runs in, who has what con-
tract to even be able to read that conversation 
– we don’t read Ukrainian, we don’t read Rus-
sian, and if it’s not available online, we don’t 
see it.55 Some insights are better than none – 
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‘anything that reduces the uncertainty under 
which future decisions are made adds value’.56 
But weak 'understand' capabilities inhibit the 
government’s ability to understand audiences. 

2.3.6 Another commonly reported chal-
lenge is that different government depart-
ments have their own monitoring tools but 
these are not joined up. This causes duplica-
tion of effort, which wastes resources. Here, 
capability, process and mindset intersect. 
Sometimes one department may have useful 
insight into audiences but lacks a process to 
share it with others – or indeed a proactive 
mindset that assumes that the insight needs 
to be shared. 

2.3.7 Responding at speed is another 
issue. ‘One may have a monitoring capabil-
ity comprising trained staff and appropriate 
software’, for instance, ‘but lack the capability 
to use the data in a timely manner’.57 This is 
a problem fact-checkers routinely face – the 
time it takes to painstakingly debunk disinfor-
mation means that the political conversation 

has often moved on before the fact-check is 
published. 

2.3.8 There is also a gap between un-
derstanding and action. In 2021 the OECD 
found that, across 46 governments, most offi-
cials recognised the importance of evaluating 
the effects of communication, but far fewer ac-
tually did so. Only 42% of respondents actual-
ly evaluated the uptake of their services, and 
only 16% evaluated their communications – a 
troublingly low figure.58 

2.3.9 James Pamment argues that many 
governments need to understand and assess 
more thoroughly what communication capabil-
ities they have, where they are, whether they 
are joined up, whether they are resourced ad-
equately and how effective they are. Without 
tools to measure the effectiveness of com-
munication capabilities, governments are less 
able to demonstrate transparency, account-
ability, value for money, and assess the impact 
of their actions, policies and legislation.59

2.4 Conclusion
Mindset, process and capability are 

core elements of Strategic Communications 
and they are useful lenses to identify where 
governments are falling short. Many coun-
tries face common challenges putting strate-
gic communications principles into practice. 
But context matters. There is no single plug-
and-play model for all countries. ‘Geography, 
history, political systems, areas of expertise, 

and relative power’ shape how governments 
think about communication, the terminology 
they use, the structures and processes they 
enact, and the capabilities they possess. Nev-
ertheless, as the next chapter will explain, it is 
possible to suggest general frameworks that 
governments can use to analyse the challeng-
es they face operationalising strategic com-
munications.
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3. The LOGIC-C model of 
strategic communications
3.1 Introduction 

Applying strategic communications 
principles in national government may require 
wholesale organisational change, shifting 
mindsets, updating processes, and enhanc-
ing capabilities. Where to begin? This chapter 
introduces the LOGIC-C model, an organisa-
tional change framework to help government 
practitioners identify problems putting stra-
tegic communications principles into prac-
tice and develop solutions to address them. 
The framework has five central components: 

Leadership, Organisation, Guidelines, Inte-
grated Processes and Capabilities. These are 
shaped by a sixth, cross-cutting factor, Con-
text (see Figure 3.2 and Table 3.3). This is be-
cause context – political, cultural, social and 
technological – influences what governments 
will need to do to implement strategic commu-
nications principles effectively. What works in 
one country at one point in time may not in an-
other.

3.2 The LOGIC-C model of strategic communications

Leadership

Guidelines

Organisation

Integrated
processes

Capabilities

L O

G
I

C

C 
Context
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3.3. Elements of the LOGIC-C model

Element Purpose

L 
Leadership

Directs the implementation of the strategic communications mindset, estab-
lishes strategic communications processes, and ensures communication sup-
ports national strategic objectives.

O 
Organisation

Ensures that government departments and agencies are set up to integrate 
communication vertically and horizontally.

G 
Guidelines

Establishes a strategic communications mindset and principles and enables 
them to be standardised and spread across government. 

I 
Integrated  
processes

Creates a co-ordinated, cross-government communication system, including 
a cyclical process of understanding the information environment, integrated 
planning, execution and evaluation.

C 
Capabilities

Ensures governments have the specific techniques, skills, expertise and re-
sources to conduct strategic communications.

C 
Context

Considers the political, cultural, social and technological factors affecting the 
implementation of strategic communications principles.

3.3.1 These elements are interrelated. 
Without effective leadership and guidelines, a 
government will be unlikely to inculcate a stra-
tegic communications mindset, develop pro-
cesses to enable strategic communications or 

invest in capabilities to staff them. Developing 
capabilities such as staff training and skills will 
be ineffective if organisations and processes 
do not exist to enable people to use them.

3.4 Leadership
3.4.1 Implementing strategic communi-

cations across national governments requires 
leadership. A key aim of strategic communica-
tions is to align what a government communi-
cates with its national strategic objectives, so 
it is vital that strategic communications princi-
ples are embraced at the highest level. 

3.4.2 Leadership is also needed to con-
vince different parts of government to embrace 
organisational change. This direction could 
come from a newly created strategic commu-
nications team or an existing unit – such as the 
UK’s Cabinet Office, Latvia’s State Chancellery 

or Finland’s Prime Minister’s Office. Key indi-
viduals matter, too. One lesson NATO might 
have taken from operating in Afghanistan was 
that a director of strategic communications 
can help coordinate communication activities 
and reduce the risk of communicators contra-
dicting each other.60 

3.4.3 Communication specialists can 
lead too, by conducting training and by model-
ling and promoting strategic communications 
principles every day.61 An easy win is to ensure 
that communication specialists are available 
to decision-makers, so that they can adopt a 
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‘devil’s advocate’ approach, questioning how 
government decisions and actions will be in-
terpreted by audiences.62

3.4.4 Embedding strategic communica-
tions principles across government requires 
distributed leadership. Empowering lower 
level staff to operate more independently can 
enable governments to respond more quickly 
and flexibly to the speed of the contemporary 
information environment, in which ‘the 60 per 
cent solution today now often trumps the 90 

per cent solution tomorrow’.63 If leaders can 
provide a clear, centralised understanding of 
intent – typically through articulating a strate-
gic narrative – they can enable decentralised 
execution – as subordinates who understand 
the leader’s intent can act without overbearing 
oversight or permission-seeking.64 The meth-
od has reportedly been used effectively in NA-
SA’s Mars mission programme, which claims 
that empowering decentralised decision-mak-
ing has enabled project teams to respond 
quicker to unforeseen challenges.65

3.5 Organisation
3.5.1 Organisation concerns how gov-

ernments structure themselves to communi-
cate. It is closely related to process. If strategic 
communications is the outcome of a process 
through which communicators seek to under-
stand audiences and integrate and coordinate 
their communicative activity across govern-
ment, it requires organisational structures – 
teams, directorates, task forces – for that pro-
cess to work.

3.5.2 The first task is to understand 
existing structures, their strengths and lim-
itations, and what structures are needed to 
enable governments to operate according to 
strategic communications principles. What 
works best will depend on context because, 
in different countries, structures related to 
the government communications function will 
have different levels of authority, responsibili-
ties, levels of oversight and constitutional sta-
tus. Creating a new strategic communications 

unit may be preferable in some cases, but in 
others might be unconstitutional or too polit-
ically controversial (and too easily framed as 
a propaganda unit). The task, then, would be 
to adapt existing structures. However struc-
tures are organised, they must encompass all 
elements of the administration to make stra-
tegic communications a genuinely strategic, 
whole-of-government effort. 

3.5.3 How governments organise them-
selves to conduct strategic communications 
should also consider external actors. Govern-
ments face complex security issues, including 
wars, terrorism, organised crime, pandemics, 
climate change, maritime piracy and cyber 
threats. These issues require governments to 
work with allies, coalitions, the private sector 
and civil society. The Global Coalition Against 
Daesh, for instance, was praised for unifying 
counter- Daesh communication and for dis-
seminating best practices internationally.

The Global Coalition against Daesh 
unified counter-Daesh communication, 
bringing together multiple nations, plat‑
forms and audiences. Shared branding and 
locally tailored content demonstrated a 
common narrative and coordinated effort 
to challenge Daesh’s claims and highlight 
partners’ ongoing commitment.104 
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3.5.4 CASE STUDY: The UK concept of National  
Security Communications 

The UK has made considerable progress developing structures to integrate commu-
nication into national security policy and decision-making. Following the 2018 National Se-
curity Capability Review, it established Fusion Doctrine, which emphasised the need to in-
tegrate instruments of national power more effectively. The government also established 
the National Security Communications Team (NSCT), largely staffed by senior Government 
Communication Service members, to embed strategic communications expertise at the na-
tional strategic level. The administration also established National Security Strategy and Im-
plementation Groups (NSSIGs) (later relabelled Integrated Review Implementation Groups) to 
gather expertise from different areas of government to enable effective cross-government 
communication and decision-making. These are led by a ‘Senior Responsible Officer’ (SRO) 
– essentially a director of communications. These Senior Responsible Officers ensure that 
communication is incorporated into national security policy from the start, rather than being 
an afterthought. There is organisational flexibility, too, with ad hoc working groups created 
to address specific issues.

Whether Fusion Doctrine or the Integrated Review has led to improved, and thus more 
strategic, cross-government communication in the UK requires more research. Anecdotal ev-
idence from practitioners suggests these structures – and the processes they enable – have 
helped foster a communication-centric culture across government. ‘It is now acknowledged 
that comms needs to be in the room’, one senior official explains. ‘It’s been a long challenging 
journey of trying to win people’s trust and make sure that we have the right skills and senior 
people to actually champion what communications can do.’ ‘National Security Advisors now 
say, “get a comms person here now”, if they’re in a meeting without a comms person there – 
that’s not necessarily codified but it’s just part of the organisational approach’.

3.6 Guidelines 
3.6.1 If spreading the strategic com-

munications mindset across government is a 
challenge, formal guidelines are part of the 
solution. Guidelines can codify core princi-
ples, establish best practices, and help gov-
ernments develop consistent procedures. 
Ukraine, in response to Russia’s full-scale 
invasion in February 2022, issued guidance 
explaining how government communicators, 
international partners and civil society organi-
sations can speak with ‘One Voice’, in order to 
explain the country’s actions more coherently 
to domestic and international audiences.66

3.6.2 Formal guidelines are especially 
useful for strategic communications, where un-
certainty persists about what it is, who does it 
and how. Guidelines can help socialise the ‘ev-
erything communicates’ mindset across gov-
ernment and explain how different parts of the 

administration contribute to strategic effects.67 
Guidelines can help reinforce corporate mem-
ory by maintaining consistency of thought and 
action despite staffing changes, such as the 
regular movement between departments that 
happen in many governments. Guidelines, 
once internalised, can reduce the risk inherent 
in decentralised decision-making by standard-
ising principles and procedures. This may be 
especially useful in decentralised political sys-
tems where governments are constitutionally 
unable to provide central direction.

3.6.3 Providing the guidelines are read. 
Strategic communications guidelines will only 
be effective if they are promoted and under-
stood across government, which requires se-
nior-level buy-in and resources for training and 
education. Their value must be visible, other-
wise the most thorough and thoughtful guide-
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lines risk being just another pdf that is barely 
read and rarely implemented.

3.6.4 Finally, guidelines will be most ef-
fective if they are not interpreted too rigidly. 
The complexity of the contemporary informa-
tion environment calls for pragmatism, flex-
ibility and a willingness to improvise, rather 

than sticking dogmatically to a prescriptive 
way of thinking. To be accessible, guidelines 
will likely oversimplify the world they describe, 
and the fast-evolving information environment 
means they risk becoming out of date fast. 
Governments must be able to adapt. Guide-
lines should be a ‘pragmatic basis for action’ 
– a guide to how to think, not what to think. 68

3.7 Processes
3.7.1 Processes are integral to a govern-

ment’s ability to conduct strategic communica-
tions. They are needed to give governments a 
strong understanding of target audiences, to 
enable coordinated, cross-government com-
munication, to assess the capabilities they 
have and to measure the effect of their com-
munication on audiences. 

3.7.2 There is no single process whose 
outcome is ‘effective strategic communica-
tions’, and what works in one context may 
not be appropriate in another. Nevertheless, 
across two decades of writing on strategic 
communications, an idealised strategic com-
munications process often involves a cycle, in 
which communicators seek to:

•	 Understand the information environ-
ment and audiences;

•	 Plan how to communicate, using this in-
formation;

•	 Execute their plans by communicating 
words, images and actions;

•	 Evaluate the effectiveness of what one 
communicates and update their under-
standing of the information environment 
accordingly. 

Un
de

rst
and

Plan

Execute

Evaluate

Figure 3.7.3. A standard cyclical  
communication process.

3.7.4 A cycle like this is standard across 
most communication fields. The UK govern-
ment’s ‘Modern Communications’ (MCOM) 
doctrine uses the 4 I’s: Insight; Ideas; Imple-
mentation; Impact.69 It also uses the OASIS 
framework, which adds that one should es-
tablish objectives first.70 Using standardised 
processes helps create unity of effort and 
can make communication across government 
more effective.71
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the campaign

Figure 3.7.5 The OASIS communication  
model

3.7.6 These models may be well-estab-
lished, but failure to put strategic communica-
tions principles into practice probably stems 
from limitations in one or more of these areas. 
Anecdotally, a common limitation is that that 
processes to understand audiences are inade-
quately resourced or not linked up, so insights 
are limited or not reaching the right parts of 
government. Another issue is that efforts to 
measure the impact of government policies 
and communication are unsystematic, specu-
lative or under-resourced, so communicators 
do not know whether they are changing or re-
inforcing audience beliefs and behaviours. 

3.7.7 The main recommendation from 
this is obvious – to ensure target audience 
analysis and monitoring and evaluation are 
better resourced (see 3.8 on Capabilities), 
constantly conducted, and that there is a pro-
cess to use findings to inform decision-mak-
ing. Useful first steps include auditing existing 
processes by determining who conducts infor-

mation environment analysis, who they report 
to and how they communicate their findings; 
analysing how efficient, fast and proactive 
processes are, and assessing how far they are 
influencing policy-making. 

3.7.8 The cyclical models above are 
insufficient to implement strategic communi-
cations in government, however. Refining the 
policy development process is another key 
task, so that communication experts are fully 
involved at all stages, rather than just being 
drafted in once policy has been decided and 
tasked with explaining it to the electorate. One 
solution is to embed communications exper-
tise in policy teams. Another is to establish for-
mal processes for policy and communications 
teams to collaborate. Monitoring these pro-
cesses is vital, since communications experts 
are still being called on to apply ‘communica-
tions magic’ to finalised policies rather than 
participating in their development. 72

3.7.9 However, it is important to consid-
er the flip side of involving communications 
specialists in policy teams: they are likely to 
offer limited or generic advice if they do not 
understand the policy issue well enough. 
Training to ensure that communication spe-
cialists understand the relevant policy area is 
therefore also important, so that their advice is 
as tailored as possible.73

3.7.10 Processes are also needed to 
ensure that communication is integrated and 
co-ordinated across government (vertically 
and horizontally) and aligned with national 
strategic objectives. Section 3.5.4 showed 
how the UK created new organisational struc-
tures and processes in a centralised political 
system. The following example from Finland 
shows how strategic communications process-
es can also be refined by adapting the work 
of an existing government department in a de-
centralised system.
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3.7.11 CASE STUDY: The Finnish Prime Minister’s Office 
The Finnish Prime Minister’s Office (PMO) demonstrates how organisation and process 

interact to influence the government’s ability to conduct strategic communications in a de-
centralised political system. The office functions as a strategic communications hub at the 
centre of a network intended to enable the Finnish government to make informed political 
decisions and communicate them compellingly. 

The office is central to several processes that can help facilitate strategic communi-
cations in government. One core task is to ensure that political decision-making and com-
munication, up to and including the President, is better informed by an understanding of 
target audiences. Two processes are involved – an in-house audience analysis process, and 
a process to communicate its insights vertically to senior officials to inform their decisions. 
The PMO combines research and advocacy – the more robust the office’s audience analysis 
is, the stronger the evidence underpinning its recommendations, and therefore the more 
persuasive its arguments are likely to be. 

However, the PMO also has a horizontal coordination function – as it is tasked with 
guiding other departments to communicate in line with government objectives. This is harder 
because Finland’s political system is highly decentralised. The PMO can convene meetings 
and advise government departments and agencies but it cannot dictate what and how they 
communicate. Also, because the Finnish government is a multi-party coalition, with each par-
ty running different departments, disagreement and incoordination are more likely. 

Refining the processes which involve the Prime Minister’s Office can help make the 
government’s communication more strategic. Ensuring the Office’s audience analysis and 
evaluation capabilities are well-resourced will help it produce more persuasive recommenda-
tions. Establishing a process so that feedback can flow in both directions is useful – as other 
government departments may have in-house analysis and evaluation capabilities and deeper 
understanding of their sectors, on which the PMO often relies. Ring-fencing staffing and fund-
ing for longer-term thinking and horizon scanning can avoid staff constantly being tasked with 
crisis communications. Combinations of formal and informal meetings can help disseminate 
best practices and socialise the strategic communications mindset across departments. If the 
Office cannot direct other departments to communicate, it can at least ensure that it conveys 
the government’s strategic narratives to other departments as compellingly as possible. It 
can also serve as a devil’s advocate, critically analysing the communication plans of other 
departments and offering advice. By modelling a culture of openness and accountability, it 
can promote information sharing, and discourage decentralised departments from retreating 
into their own silos. In these ways it may be possible to make government better-coordinated 
horizontally, even if political imperatives limit how integrated.

3.8 Capabilities 
3.8.1 An obvious way to improve a gov-

ernment’s ability to conduct strategic commu-
nications is to enhance its capabilities – the 
specific techniques, skills and resources it 
needs to communicate effectively. Many capa-
bilities can contribute to strategic communica-
tions but government resources are inevitably 

limited. A sensible first step, therefore, is a 
cross-government audit of existing capabil-
ities. If one assumes that effective communi-
cation comes from understanding audiences, 
integrated planning, execution, and evalua-
tion, capabilities are needed to perform each 
adequately. 
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3.8.2 These elements must be broken 
down further, though. Understanding audi-
ences could involve media monitoring, early 
warning systems or predictive analysis of what 
effect future communication might have – and 
each can be done differently.74 Data gather-
ing could be quantitative, qualitative, derived 
from surveys, polls, focus groups, social media 
analytics, sentiment analysis, visual analysis, 
textual analysis and subject matter expertise. 
Generative AI is likely to help refine these pro-
cesses over time – though only if governments, 
teams and staff members have a mindset that 
embraces it and training to use it effectively.

3.8.3 Capabilities to actually communi-
cate are similarly extensive. Even if one focus-
es on a narrower area of communication than 
strategic communications, such as countering 
disinformation and foreign interference, capa-
bilities include content moderation, flagging, 
labelling and demotion, fact-checking, OSINT 
investigations, content correction, debunking 
and pre-bunking, counter-messaging, attribu-
tion campaigns, informal anti-trolling networks 
(‘elves’), public awareness and public diploma-
cy campaigns, media literacy and counter-in-
telligence.75 

3.8.4 These are just some of the for-
mal communication capabilities a government 
might have. But if one takes seriously the strate-
gic communications principle that ‘everything 
communicates’, then relevant capabilities po-
tentially extend to any sphere of government 
action. Deploying weapons systems, altering 
prison sentences, undertaking an infrastruc-
ture project are all actions that communicate 
– as well as being activities about which to 
create communication products. While not ‘ca-
pabilities’ in the sense of being formal commu-
nication techniques and skills, thinking about 
what they communicate will help governments 
communicate more strategically. Convincing 
citizens to participate in a national vaccination 
programme, for example, does not just require 
capabilities to inform them of the benefits and 
debunk disinformation. It requires actions to 
procure sufficient vaccines, deploy medical 
staff, re-purpose facilities, create a functional 
booking portal, and to ensure the experience 
is as positive as possible. The more granular 

a government’s capability assessment is, the 
more able it will be to identify and mitigate 
weaknesses.

3.8.5 Evaluation, like understanding 
audiences, will be more robust and reliable 
if more capabilities are committed to it. Trian-
gulating results using multiple data sources is 
preferable. In some short term situations, eval-
uating impact is more straightforward – such 
as during the COVID-19 pandemic, when dis-
information and misinformation about certain 
treatments immediately caused spikes in peo-
ple buying and using them, sometimes with 
disastrous consequences.76 But, more often 
than not, evaluating impact is challenging, es-
pecially with the long term focus of strategic 
communications. The temptation will always 
be to choose simple, cheap metrics such as 
clicks, views and likes that convey little about 
behaviour or attitude change (or reinforce-
ment) over time. It may be that several pieces 
of circumstantial trace evidence, analysed by 
subject matter experts, is the best one can do, 
and therefore communication specialists may 
need to convince senior officials to adopt a 
more pragmatic approach to assessing impact.

3.8.6 The scope of capabilities should 
ideally be international, not just domestic. De-
cisions in one country have always affected 
others – what happens in Washington does not 
stay in Washington. But in today’s globalised 
online communication environment, which is 
dominated by a small number of platforms and 
companies (Google, Meta etc.), the influence of 
the platforms must be better understood too. 
The flow of information on the dominant on-
line platforms is rarely constrained by national 
borders, so a threat in one country can swift-
ly affect others. Moreover, as platform power 
grows, their owners have growing power over 
politics worldwide – and they are exercising 
it. Having capabilities that are mainly limited 
to the domestic information environment is in-
adequate in this context. An election may be 
bounded domestically; the information flows 
shaping it are not.

3.8.7 To conduct a capability assess-
ment, recent strategic communications re-
search suggests four foci: Objectives, Indica-
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tors, Risk Assessment and Process Maturity.77 
Objectives concern whether capabilities are 
achieving their intended aims (is a given me-
dia monitoring tool representing public opin-
ion accurately?). Indicators – qualitative and 
quantitative – can measure whether a given 
capability is effective or not. Risk assessments 
can help identify pressure points that might be 
preventing certain capabilities from operating 
effectively. Process maturity (which overlaps 
with the process element of this report – see 
3.7) can identify whether capabilities are com-
bining to produce effective outcomes, based 
on data such as response times or success 
rates.78

3.8.8 Capabilities will only be effective 
if they are adequately resourced – that is, fund-
ed and staffed. The government’s approach to 
funding also matters. A government might be 
able to set up a cross-departmental funding 
source and sustain this long-term. The UK’s 
Conflict, Stability and Security Fund (CSSF) 
has enabled its National Security Communica-
tions Team to fund analysis platforms to better 
understand audiences and ‘delivery capabil-
ities’ to communicate effectively, as without 
these, ‘it’s just a bunch of people having clever 
ideas in a room that no one delivers on’.79 The 
funding has also enabled the National Securi-
ty Communications Team to do experimental 
‘proof of concept campaigns that departments 
otherwise wouldn’t want to take a risk on, and 
also fund research and analytics that informs 
new activity’.80 In other cases, funding may be 

distributed across departments, which may 
undermine how consistently strategic commu-
nications principles are implemented across 
government.

3.8.9 Staffing shapes who conducts 
key elements of strategic communications 
and how thoroughly. Lack of staffing and ex-
pertise may mean a government has to con-
tract private sector agencies to do some of its 
audience analysis – probably at higher cost. 
Some governments can afford bespoke soft-
ware, or have the internal expertise to develop 
their own. Others may rely on free software 
and tools. Some will have information-shar-
ing agreements with allies – others may have 
these cut off if diplomatic relationships change. 

3.8.10 Education and training also re-
quire adequate resourcing. Two lines of effort 
are especially important, as recommended by 
Latvia’s National Concept of Strategic Commu-
nications. The first is to establish training pro-
grammes to educate all government officials 
in strategic communications.81 This can help 
socialise the strategic communications mind-
set and improve officials’ awareness of, and 
baseline skills in, strategic communications. 
The second is to improve the status of com-
munication specialists within government.82 If 
communication as a specialism is perceived 
to have a secondary status, and its experts 
are underpaid and unable to be promoted to 
senior positions, governments will struggle to 
recruit and retain leading talent.83 

3.9 Context
3.9.1 Finally, governments’ efforts to op-

erate according to strategic communications 
principles will only succeed if their actions are 
tailored to context – the specific conditions 
and circumstances facing the country at a par-

ticular point in time.84 Four elements of con-
text are especially crucial – political, cultural, 
social and technological. They are strongly 
interrelated.

Political context

3.9.2 Political context is important be-
cause what works in one political system may 
not in another. As explained earlier, more 
decentralised democratic systems, such as 

Finland, may find it harder to direct strategic 
communications than more centralised de-
mocracies like the UK. Countries have different 
legislation and can interpret directives from or-
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ganisations like the EU differently. They are at 
different points on their paths to implement-
ing strategic communications. Some have at-
tempted this for decades, with mixed success; 
others do many things strategic communica-
tions doctrine would advocate, but do not call 

it that; others are just starting out. The political 
system in which strategic communications is 
being developed shapes how established the 
strategic communications mindset already is 
and how hard it will be to develop coherent, 
cross-government communication processes.

Cultural context

3.9.3 Cultural context – the shared be-
liefs, values, practices and behavioural norms 
within society85 – is vital for governments to 
understand how to operate according to stra-
tegic communications principles. First, cultur-
al context shapes what actions are deemed 
acceptable in a given country. Generalising 
about national cultures should always be done 
cautiously, to avoid relying on stereotypes 
rather than robust analysis. Nevertheless, it 
is widely argued that nations’ histories, iden-
tities, values, institutions, myths and social 
practices can affect the character of govern-
ment, political decision-making, public opinion 
and behaviour. A classic example with strate-
gic communications is when it encountered re-
sistance in the US in the early 2000s because 
of sensitivities about it being used to influence 
domestic populations – which had been out-
lawed because of historical concerns about 
propaganda being used against American 
citizens during the world wars. A concept like 
‘psychological defence’, as used in Sweden, 
may seem normal to a population familiar with 

it, but to other populations it might seem alien 
or threatening.

3.9.4 Cultural context also matters with-
in government, because organisational cul-
ture shapes how hard it will be to develop the 
elements of the LOGIC-C framework. Govern-
ment efforts to apply strategic principles may 
fail if communication is undervalued as a spe-
cialism, if its importance in policy development 
is unrecognised, or if the centrality of informa-
tion and communication to national power is 
underappreciated. Politicians may know that 
how effectively they communicate determines 
whether they stay in power, but whether com-
munication is valued and prioritised across 
other departments may vary significantly. Re-
search establishing the extent of this variation 
would be valuable before implementing stra-
tegic communications training programmes, 
which could then prioritise areas of govern-
ment where the strategic communications 
mindset is less well-established.

Social context

3.9.5 Social context should also be 
considered when putting strategic communi-
cations principles into practice. Whereas cul-
tural context refers more to shared beliefs, 
values, identities, customs and behaviours, 
social context is more about structures with-
in society that shape human relationships, 
such as the power dynamics between groups 
based on education, class, age, race, gender 
or partisanship. Together social and cultural 
context shape political context by influencing 
how governments behave and communicate.

3.9.6 Understanding social context is 
especially important given the growing crisis 
of legitimacy many democracies are current-
ly facing. While citizens across the democratic 
world continue to support the idea of represen-
tative democracy, growing majorities in many 
countries are dissatisfied with how their gov-
ernments are functioning.86 Meanwhile their 
governments face concerted efforts by some 
domestic and international actors to polarise 
their societies, on the assumption that this is 
the best strategy to enhance those actors’ 
political power. In more and more countries, 
this polarisation is reaching the point where 
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different groups of citizens appear to be living 
in parallel realities, in which a fair election for 
one group is fraudulent for another, in which 
the same politician is a national saviour for 
some and an existential threat for others.87 In 
this context, the traditional strategic commu-
nications aim of finding a single, clear narra-
tive, and disseminating that consistently, risks 

only speaking to one section of the electorate, 
and governments are likely to struggle to get 
widespread buy-in even for broad-based pol-
icies and communication. The more polarised 
societies are, the more strategic communica-
tions is necessary, but the harder it will be to 
conduct successfully.88 

Technological context

3.9.7 Perhaps the most pressing issue 
requiring additional thought regarding stra-
tegic communications is technological con-
text. It is rare to read any government national 
security document that does not start by ex-
pressing alarm at how security issues have 
become more complicated, and that the infor-
mation environment is increasingly ‘challeng-
ing’, ‘complex’, ‘fast-paced’, ‘unpredictable’, 
‘disordered’, ‘chaotic’ or ‘non-linear’ (meaning 
that small inputs can have disproportionate ef-
fects). This makes narrative sense, partly be-
cause in many ways it is accurate, and second-
ly, because the document is usually intended 
to position the current administration as the 
hero who will solve these issues. But beyond 
making these points, it is less clear that govern-
ment approaches to strategic communications 
reflect these trends.89 Plenty of documents 
include ‘tokenistic’ references to the infor-
mation environment being more ‘challenging’ 
without specifying initiatives to do better.90 
Part of the issue is that many approaches to 
how governments communicate remain dated. 
Communication in many countries is ‘still too 
often linked to media relations and press offic-
es, with undue emphasis on securing visibility 
and on channels that are losing centrality with 
many audiences across the world’.91

3.9.8 While this paper will only scratch 
the surface of how to think about technolog-
ical change, it will emphasise a key point: 
it is crucial to consider how the information 
environment works today, not just how it has 
evolved generally because of the Internet and 
social media. The information environment 
has already evolved significantly in the digital 
age, as anyone who recalls having a 56kb mo-
dem, dumb phone and a MySpace account will 

know. The Internet of the 1990s and 2000s is 
very different from the Internet in the smart-
phone era. The digital ecosystem in which 
Daesh rose and fell, is significantly different to 
the era of generative AI. Efforts to understand 
how technological change shapes strategic 
communications need to think about how the in-
formation environment works today – and ideal-
ly anticipate how it will evolve in five or ten years’ 
time.

3.9.9 Making recommendations is dif-
ficult, since the complexity, non-linearity and 
chaos inherent in the contemporary information 
environment are abstract and hard to under-
stand, let alone apply. An obvious action is to 
teach government officials and communication 
experts about these ideas. Another is to incor-
porate them into formal guidance, as the US and 
UK militaries have done in their doctrine. Admit-
tedly, though, neither of these ideas solves the 
practical challenge of what government offi-
cials should do differently when they arrive in 
the office on Monday morning, beyond simply 
knowing that the effects of what they commu-
nicate are more unpredictable.

3.9.10 There are some suggestions in the 
literature, though. One recommendation of how 
to operate in a complex, fast-paced and unpre-
dictable communication environment is to ‘fail 
fast’. Putting an experimental product in the field, 
which can then be quickly assessed, can gener-
ate lessons one can use to refine one’s efforts.92 
Two recommendations from Ukraine’s war with 
Russia are to prioritise speed over structures, 
and to prioritise testing what works through ac-
tion.93 Ukraine does this on the battlefield in its 
drone war with Russia. The same principle is 
useful when testing communication activities.
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3.9.11 These are logical suggestions. 
But socialising them across government may 
be challenging, as they each advocate giving 
up close control of communication to increase 
speed – something large centralised hierar-
chies remain reluctant to do. The risk of not 
doing so, however, is that government mes-
saging is drowned out by competitors who 
prioritise publishing controversial, emotive, 
often improvised content at high volume and 
speed. These opponents are less concerned 
about whether what they say is consistent, or 
if it reflects reality – what matters is that it gets 
attention. How governments can better tailor 
their strategic communications efforts to this 
context requires serious thought.

3.9.12 One obvious priority is to adapt 
to the evolution of generative AI. Generative 
AI is maturing fast, so governments need ca-
pabilities to detect it, analyse it, understand 
how audiences perceive it, and assess its im-
pact. They also need to train their staff to look 
beyond the techno-panic that comes with any 
new technology, and develop a measured un-
derstanding of how it works, how adversaries 
might use it, and what effects it might have, 
and how they themselves might use it to make 
processes and capabilities more efficient. 
There is no logical reason, for instance, why 
generative AI cannot be used to make citizens 

more informed and democratically aware, yet 
discourse on its political implications is almost 
entirely negative currently. Governments and 
communication practitioners will fail to under-
stand its potential if they only view it through 
the narrow lens of how adversaries might use 
it to spread disinformation more effectively.

3.9.13 To that end, the UK’s Government 
Communication Service has already distribut-
ed policy on how government officials should 
use generative AI.94 The guidance insists that 
officials ensure factuality at all times, that 
they must not create misleading content, and 
that citizens must be told if they are interact-
ing with AI products, but it also encourages 
using generative AI to make communication 
more efficient. This includes using it to brain-
storm new ideas, produce first draft content, 
summarise complex topics, create automatic 
subtitles and translations, enhance the quality 
of images or audio, create lists of Frequently 
Asked Questions (FAQs) and identify previ-
ously unconsidered risks regarding a topic. 
Generative AI can also analyse large bodies of 
data to identify core themes, so could speed 
up audience analysis and evaluation, provided 
this is combined with expert judgment. Staff 
will require training to learn how best to em-
ploy these tools ethically and efficiently. 

3.10 How shifts in context are making strategic  
communications harder

3.10.1 A final recommendation is to 
think about technological and political change 
together, rather than adhering to an oversim-
plistic ‘technological determinism’ in which 
technological advances directly cause chang-
es independent of politics and culture. Con-
sidering technological and political context 
together makes it clear that they have evolved 
in ways that may impede efforts to develop  
strategic communications across government. 
For instance, any country that has tried to re-
sist disinformation, domestically or interna-
tionally, will have benefited from third-party 
fact-checkers debunking that disinformation. 

But the decision of Meta, parent company of 
Facebook, to follow Elon Musk’s X platform 
and stop using third-party fact-checkers in 
the US and beyond, is potentially crippling for 
much of the fact-checking industry worldwide. 
Many fact-checking companies are financially 
precarious and relied on Meta for funding. But 
every fact-checker that goes out of business 
weakens a capability governments benefit-
ed from indirectly to counter disinformation. 
It undermines government efforts to create a 
shared understanding of reality on which de-
mocracy, in theory, depends. 
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3.10.2 A less regulated media environ-
ment with more limited content moderation has 
implications for understanding audiences and 
measuring effects. A large shift in the content 
that algorithms prioritise will affect measures 
of sentiment on a given platform, without nec-
essarily indicating a shift in public opinion or 
offline behaviour (although it may shape this in 
the longer term). Social media is already domi-
nated by those who shout the loudest, with the 
majority of users lurking rather than posting – 
and therefore is often not an accurate guide to 
public opinion.95 A more hostile environment 
on social media platforms may make it even 
less likely that content reliability reflects pub-
lic sentiment. Instead it will reflect the views of 
whoever is willing to speak up or who is willing 
to pay to have their content prioritised. Just 
collecting social media data, and assuming 
this adequately reflects public opinion or likely 
behaviour, is not nuanced enough.

3.10.3 Ultimately, those tasked with op-
erationalising strategic communications prin-

ciples need to appreciate that, within democ-
racies, the conditions conducive to developing 
strategic communications may have become 
more challenging and could continue to do so. 
As authoritarian communication practices con-
tinue to spread in democracies,96 and more 
governments get comfortable with spreading 
disinformation when it suits them, government 
officials tasked with putting strategic commu-
nications principles into practice may find that 
they face more opposition from within their 
own governments, and potentially their own 
alliance networks, than previously. Govern-
ments will likely remain keen on cross-govern-
ment communication and unity of messaging, 
but could be less keen on the liberal demo-
cratic values – respect for different points of 
view, transparency and accountability – that 
can differentiate strategic communication 
from propaganda.97 Retaining a focus on those 
values is integral to ensuring that strategic 
communications plays a positive democratic 
function.

3.11 Conclusion
This chapter has outlined the LOGIC-C 

model - an organisational change framework 
which governments can use to analyse their 
existing communication practices, and con-
sider how to change them to reflect strategic 
communications principles. The model’s ele-
ments – Leadership, Organisation, Guidelines, 

Integrated Processes and Capabilities – do 
not provide a one-size-fits-all tool to solve all 
strategic communications challenges. Inter-
ventions need to be tailored to the prevailing 
political, cultural, social and technological con-
text to be effective. 
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4. Recommendations 
The following recommendations are 

intended to enhance governments’ ability to 
conduct strategic communications. The rele-
vance of each one will vary in different coun-
tries. They are not exhaustive, and some re-

state recommendations from a decade ago 
that have not been widely enacted.98 Still, ev-
ery one that is adopted will, in some way, en-
hance the strategic communications capacity 
of a given administration.

4.1 Leadership
•	 Conduct an audit of leadership perspec-

tives on communication across govern-
ment departments. This will help identify 
how widespread the strategic communica-
tions mindset is and identify areas for train-
ing and development.

•	 Establish leadership training programmes 
in strategic communications in govern-
ment. Training should emphasise the vital 
role leaders have in inculcating the strate-
gic communications mindset, and especial-
ly the importance of considering the com-
munication effects of actions and policies, 
not just messaging. Training programmes 
should have clear and measurable objec-
tives.

•	 Senior leaders should act as role models 
to spread the strategic communications 
mindset across government. They should 
consistently articulate the importance of 
understanding the information environ-

ment and considering the effects of gov-
ernment actions on audiences. A culture 
of ‘communications mindedness’ amongst 
senior leaders will echo amongst subordi-
nates.99 

•	 Create a national strategic narrative and 
determine how it can be tailored to differ-
ent domestic and international audiences. 
This strategic narrative should be ground-
ed at the highest political level and guide 
national strategy and strategic communica-
tions, and should be updated as strategic 
circumstances change.

•	 Enable distributed leadership. Leaders 
should use strategic narratives to convey 
their intent clearly, create processes and 
foster mindsets which encourage lower 
level initiative. They should be willing to 
sacrifice a degree of central control to en-
hance operational tempo.

4.2 Organisation
•	 Assess existing organisational structures 

and their contribution to strategic com-
munications. Determining the function and 
performance of existing structures will help 
practitioners work out whether to create 
new structures or adapt existing ones.

•	 Create a central organisation to direct 
and coordinate national security deci-
sion-making and strategic communica-
tions. The form this department takes will 
vary in different governments, but useful 

elements would include a forum/council for 
high-level decision-making, an office/sec-
retariat to implement these decisions, and 
working groups to address specific strate-
gic priorities and to bring together different 
departments. 

•	 Create or enhance a strategic communi-
cations office or team at the cabinet level. 
This office/team should coordinate strate-
gic communications across government, 
including devising overall communication 
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strategy, implementing processes, identi-
fying capabilities, and convening meetings 
and working groups to enable cross-gov-
ernment communication. The office should 
report to senior leaders such as the Prime 
Minister or President and the National Se-
curity Advisor, or equivalent. 

•	 Create inter-departmental / inter-agency 
structures (e.g. centres, working groups) 
to enable cross-government communica-
tion. In addition to – or instead of – a cen-
tralised structure, governments should es-
tablish working groups or research centres 
to bring together relevant departments, 

agencies, and potentially private sector 
and civil society experts to address specif-
ic issues. These structures should be able 
to feed back to central government to ena-
ble more informed decision-making.

•	 Establish a mechanism for creating ad 
hoc structures for specific situations. Dif-
ferent national strategic challenges require 
different specialisms and departments to 
play leading roles. Being able to create 
working groups flexibly can enable faster 
and more informed decision-making and 
communication.

4.3 Guidelines
•	 Create or enhance strategic communica-

tions guidelines. Establish an inter-agency 
working group to develop strategic com-
munications guidelines, tailored to the gov-
ernment’s objectives and values. These 
cabinet-level guidelines should provide the 
necessary legal foundation for strategic 
communications capability development, 
operational guidance, definitions of key 
roles and responsibilities and how they re-
late to other government functions. 

•	 Review and adapt national security doc-
trine to integrate strategic communications 
principles. Examine guidelines used in oth-
er countries to identify elements that might 
be similarly applicable.

•	 Ensure guidelines address the importance 
of actions as an element of strategic com-
munications, and how practitioners can 
consider how to coordinate government 
actions, policies, words and images to 
achieve intended effects.

4.4 Processes
•	 Audit existing processes through which 

governments communicate. This will help 
identify processes that are missing, ineffi-
cient or ineffective, which can subsequent-
ly be replaced or refined. This includes pro-
cesses for understanding audiences, using 
these insights to inform the policy process, 
systems for cross-government communica-
tion, and for monitoring and evaluation.

•	 Enhance systems for analysing the in-
formation environment, ideally involving 
multiple quantitative and qualitative as-
sessment tools, on legacy media, social 
media and offline, focusing on both beliefs 
and behaviours relevant to government 
strategic objectives. There would ideal-

ly be a process to receive products from 
other government agencies, including the 
intelligence services, allied states, and po-
tentially the private sector and civil society 
groups. The system would ideally be inter-
national in scope, not just domestic.

•	 Include communication experts at every 
stage of the policy process, rather than in-
volving them only after policy has been de-
cided. This may involve embedding them 
in policy teams or regular, formal collabo-
ration. Monitor adherence to this across 
government. 

•	 Establish or refine monitoring and evalua-
tion systems to assess the effects of what 
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governments communicate, ensuring this 
incorporates assessments of government 
actions and policies, not just messaging. 
Ensure this is adequately resourced, and 
monitor to ensure that ongoing evaluation 
takes place. Establish baseline measures 
so that change can be assessed. Triangu-
late findings using as many different meth-
ods as possible. Focus on both beliefs and 
behaviours, and ideally reinforcement of 
these, not just changes to them.

•	 Foster a more pragmatic mindset to meas-
uring the effects of communication, given 

that it is very hard to determine the effects 
of communication on beliefs and behav-
iours. A series of circumstantial traces from 
a wide range of sources, interpreted by 
experts, may be preferable to superficial 
quantitative indicators of reach and en-
gagement.

•	 Ensure insights from evaluation are used 
to update understanding of the informa-
tion environment. Monitor communication 
processes to make sure that they are genu-
inely cyclical, and that evaluation feeds into 
subsequent planning.

4.5 Capabilities
•	 Conduct a thorough capability assess-

ment of existing communication tech-
niques, tools and skills. This can identify 
strengths and areas where capabilities 
need further investment. 

•	 Focus on four areas:

Objectives: Examine whether capabili-
ties are achieving their intended aims.

Indicators: Assess qualitatively and 
quantitatively how effective a given ca-
pability is.

Risk assessments: Use these to priori-
tise capabilities and identify weakness-
es or bottlenecks that may prevent ca-
pabilities from operating effectively.

Process maturity: Assess whether pro-
cesses are enabling capabilities to be 
used effectively, for example by assess-
ing response times and success rates.100

•	 Develop more advanced capabilities for 
audience analysis and evaluation. These 
may be more efficient if centralised, but if 
so, ensure that their insights are available 
across government. If these capabilities 
are decentralised, ensure all relevant de-
partments have access and appropriate 
training to use them.

•	 Develop capabilities to understand and 
respond to the use of generative AI as a 
communication tool. This should not just 
include how to respond to hostile actors 
who use generative AI to spread disinfor-
mation, but how the government can use 
it to streamline communication processes. 
Developing policy guidelines for how gov-
ernment officials should use generative AI 
is a key element of this process, and com-
munication specialists should be involved 
at every stage.

•	 Provide funding and staffing for teams to 
provide capabilities to address specific 
national security concerns, such as coun-
tering disinformation, domestic and foreign 
information interference, or building soci-
etal resilience.

•	 Create a central fund to support cross-gov-
ernment processes and programmes. This 
can enable more in-depth research into au-
diences, and more experimental tools that 
can enhance government capabilities in 
future. Explore sources of funding beyond 
central government if necessary, including 
international organisations like NATO or 
the EU and grants from international foun-
dations.

•	 Provide additional funding to generate 
deeper understanding of audiences. This 
should include ongoing monitoring tools, 

34



multiple methods, across all relevant plat-
forms, and ideally incorporate forecasting 
or predictive tools (while being aware of 
their limitations).

•	 Ring-fence funding and staffing for fore-
casting and planning longer-term com-
munications. Without doing this, strategic 
communications specialists may keep be-
ing subordinated to crisis communications.

•	 Create a strategic communications intro-
ductory course as part of civil service in-
duction programmes.

•	 Collaborate with academic institutions to 

develop more advanced programmes in 
strategic communications. Promote these 
to international allies and partners. 

•	 Second people to industry to speed up 
their learning. This will help staff improve 
their understanding of different contexts 
and cutting-edge changes in the commer-
cial sector.

•	 Increase the exchange of personnel be-
tween departments and between partner 
nations. This will help countries collaborate 
more effectively and generate new ideas 
about how governments can enhance their 
own strategic communications capabilities.

4.6 Context
•	 Conduct research into the organisational 

culture across government to identify ar-
eas where more work is needed to estab-
lish the strategic communications mindset 
and strategic communications processes. 
Ensure this assessment considers impedi-
ments to the establishment of a communi-
cations culture, including limited resources, 
inadequate skills and dismissive attitudes 
towards communications as a specialism.

•	 Convene a working group to develop prac-
tical recommendations for how to adapt to 
technological, political, cultural and social 

change. Staff it with a diverse team, incor-
porating communications, policy, academic 
and industry experts.

•	 Learn what has worked and has not 
worked in other countries. While every 
context is unique, many governments and 
militaries will have faced similar challenges 
trying to operationalise strategic communi-
cations principles. Understanding the con-
ditions that have enabled success, and how 
other organisations have overcome barri-
ers to implementation, can generate ideas 
to apply in one’s own government.
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4.7 Analysing government strategic communications 
using LOGIC-C

Element Questions to guide assessment

L 
Leadership

•	 How far does the leadership value – and are they adopting – a whole-of-gov-
ernment approach that considers the communicative effects of actions and 
policies, not only messaging?

•	 What relevant training and education have leaders received in strategic com-
munications principles and practice?

•	 Are leaders willing to trade some message control for speed, credibility, and 
adaptability?

O 
Organisation

•	 Where does responsibility sit for the strategic communications function in 
government?  

•	 What are the government’s political and constitutional constraints regarding 
communication?

•	 Do existing structures enable effective horizontal and vertical integration of 
communication? How could they be improved?

•	 What mechanisms currently exist to engage external actors for communications 
purposes (allies, commercial sector, civil society, journalists)?

G 
Guidelines

•	 Are there guidelines articulating strategic communications principles across 
government, including on audience analysis, alignment with strategic objec-
tives, coordination and coherence, and high-level roles and responsibilities?

•	 Are the guidelines disseminated, reinforced, and updated?
•	 How far does current national security guidance and doctrine incorporate 

strategic communications principles?

I 
Integrated  
processes

•	 What processes exist to understand audiences and to plan, execute, and 
evaluate communications? 

•	 Are these processes genuinely cyclical with evaluation informing future 
planning and decision-making?

•	 How far are communications specialists involved in policy formulation? 
•	 How far do existing processes enable coordination across departments?

C 
Capabilities

•	 Have capabilities been systematically assessed, including key gaps in audience 
insight, content production, and evaluation?

•	 Are funding, staffing, and training sufficient to maintain proactive, long‑term 
strategic communications capabilities rather than just crisis response?

•	 Are resources and structures in place to enable experimentation and flexible 
use of capabilities across government?

C 
Context

•	 How do current political, cultural, social and technological conditions shape 
our ability to apply strategic communications principles, and what barriers 
and opportunities follow from this?

•	 Which features of our political system and society most constrain or enable 
strategic communications, and how far can these be addressed or adapted?

•	 How does organisational culture influence adoption of the strategic 
communications mindset, and what changes may be needed to support it?
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5. Conclusion
5.1 Strategic communications is idealis-

tic, in that it is grounded in liberal democratic 
values and aims to promote a positive, long-
term vision. But implementing it requires prag-
matism. Even if many of these suggestions are 
implemented, operationalising strategic com-
munications principles in government is an ex-
tremely complex challenge. Shifting mindsets 
that have developed for decades is difficult. 
Changing long-established processes, and 
securing far more funding and staffing, is al-
ways tough – especially when the effects of 
communication are hard to prove definitively. 
The best approach may be to try to crawl be-
fore one can walk, and walk before one can 
run – by determining relatively straightfor-
ward initial changes, and then making tougher 
changes once the foundations necessary to 
enable strategic communications have been 
established.101 

5.2 Getting governments to operate 
according to strategic communications princi-
ples must be seen as a long-term process. ‘We 
should hold moderate expectations of what 
is reasonably possible in the short term’, one 
strategic communications expert cautions. 
‘Obvious progress will be slow and take many 
years’.102 As shown in the last two decades, ef-
forts to implement strategic communications 
may seem like taking two steps forward and 
one back. However, the imperative to change 
is clear. If we believe that strategic commu-
nications is integral to democracies’ national 
security and social cohesion, then ‘we should 
organise the effort accordingly. We risk liber-
al democracy if we don’t try harder, faster’.103 
This report’s LOGIC-C model provides one 
start point for how to think about this pressing 
challenge, in the hoping of helping democrat-
ic governments make better decisions, imple-
ment more effective policies, and communi-
cate more coherently.
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